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Top of mind for 

Small and Medium Business (SMB) customers
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Sources: 1. 1; The Next Great Disruption Is Hybrid Work—Are We Ready? (microsoft.com)) 2. Why the Hybrid 
Workplace Is a Cybersecurity Nightmare – WSJ 3. Underserved and Unprepared: The State of SMB Cyber 

Security in 2019 4. Internal Microsoft Research

https://www.microsoft.com/en-us/worklab/work-trend-index/hybrid-work
https://barracudamsp.com/resources/pdf/reports/RP_MSP-Day-2020.pdf
https://www.wsj.com/articles/why-the-hybrid-workplace-is-a-cybersecurity-nightmare-11623164400?mod=hp_jr_pos2
https://page.continuum.net/resources/downloadables/white-paper/bf/underserved-and-unprepared-the-state-of-smb-cyber-security-in-2019
https://page.continuum.net/resources/downloadables/white-paper/bf/underserved-and-unprepared-the-state-of-smb-cyber-security-in-2019


Department of Homeland Security, April 8, 2020, CISA Alert (AA20-099A)

COVID-19 exploited by 

malicious cyber actors

“…groups and cybercriminals are 

targeting individuals, small and 

medium enterprises, and large 

organizations with COVID-19-related 

scams and phishing emails.”

Homeland Security Secretary Alejandro Mayorkas, 06 May 2021 ABC report

Increase in ransomware attacks 

“… small businesses comprise 

approximately one-half to three-

quarters of the victims of ransomware," 

he said. Overall, ransomware attacks 

have been up almost 300% in the past 

year, he said. “

SMBs are increasingly a target of cyberattacks like 

ransomware

1/3rd of all cyberattacks 

are targeted at small

businesses.1
€95K

average cost of a 

SMB data breach.3

Source: 1 Introduction to the 2020 DBIR | Verizon Enterprise Solutions, 2 Microsoft commissioned Forrester Research, 2020, 3 Kaspersky Global Corporate IT Security Risks Survey, 2019

of small businesses that 

experienced a recent cyberattack 

were not able to operate.2

https://www.us-cert.gov/ncas/alerts/aa20-099a
https://abcnews.go.com/Politics/dhs-secretary-warns-ransomware-attacks-rise-targets-include/story?id=77512872
https://enterprise.verizon.com/resources/reports/dbir/2020/introduction/
https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fgo.kaspersky.com%2Frs%2F802-IJN-240%2Fimages%2FGL_Kaspersky_Report-IT-Security-Economics_report_2019.pdf&data=04%7C01%7Cv-katdi%40microsoft.com%7C332c18ec13134f52a70208d897b86f2c%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C1%7C637426165676867138%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=2q%2BI0o7YiAaDVj4TRbicILZtP9gnd5jTHBP9BlIpxvs%3D&reserved=0


Top of mind for SMB partners

85%

Sources: 5. Channel Futures | 2020 MSP 501 Full Report

https://page.continuum.net/resources/downloadables/white-paper/bf/underserved-and-unprepared-the-state-of-smb-cyber-security-in-2019
https://www.channelfutures.com/msp-501/2020-msp-501-full-report


Microsoft 365 Business Premium
One solution to run your business securely, from anywhere

Microsoft 365 Business Standard (Office apps 

and services, Teams ) €10.501

Microsoft Defender for Office 365

Intune

Azure AD Premium Plan 1

Azure Information Protection Premium P1

Device Antivirus 

Autopilot

Windows Virtual Desktop license

Windows Upgrade rights

Microsoft 365 Business Premium
€16,90 per user per month1

Collaborate in 
real time

Enable secure access to 
work apps

Protect against 
cyberthreats and data loss

Secure devices that 
connect to your data 

1price is subject to change based on subscription term, currency and region



Comparison of Microsoft 365 Business Standard and Microsoft 365 Business Premium

Features

Microsoft 365 

Business Basic

Microsoft 365 

Business Standard

Microsoft 365 

Business Premium

Estimated retail price per user per month $USD (with annual commitment)1 €4.20 €10.50 €16.90

Maximum number of users 300 300 300

Office Apps
Install Office on up to 5 PCs/Macs + 5 tablets + 5 smartphones per user (Word, Excel, 

PowerPoint, OneNote, Access), Office Online
Web Only Business Business

Email & Calendar Outlook, Exchange Online 50GB 50GB 50GB

Hub for Teamwork Chat-based workspace, online meetings, and more in Microsoft Teams ⚫ ⚫ ⚫

File Storage OneDrive for Business 1 TB/user 1 TB/user 1 TB/user

Social, Video, Sites Stream, Yammer, Planner, SharePoint Online, Power Apps, Power Automate ⚫ ⚫ ⚫

Business Apps Customers Scheduling with Bookings ⚫ ⚫

Threat Protection Microsoft Defender for Office 365 ⚫

Identity Management Full Azure AD Premium Plan 1 ⚫

Device & App 

Management

Microsoft Intune ⚫

Shared Computer Activation ⚫

Windows AutoPilot ⚫

Upgrade rights to Windows 10 Pro for Win 7/8.1 Pro licenses ⚫

Information 

Protection

Data Loss Prevention ⚫

Azure Information Protection Plan 1, BitLocker Enforcement ⚫

Compliance Unlimited email archiving2
⚫

Endpoint security Microsoft Defender for Business ⚫
3

Coming soon

[1] price is subject to change based on subscription term, currency and region

[2] Unlimited archiving when auto-expansion is turned on

https://aka.ms/M365BPPlaybook 3Coming H1 2022: Microsoft Defender for Business in Microsoft 365 Business Premium

https://techcommunity.microsoft.com/t5/small-and-medium-business-blog/azure-active-directory-premium-p1-is-coming-to-microsoft-365/ba-p/1275496
https://aka.ms/M365BPPlaybook
https://aka.ms/MDB-Blog


Microsoft 365 Business Premium: Benefits for Partners

Secure your customers and 

manage risk

Elevate your customer’s security as 

they work in a remote/hybrid 

environment by upselling Microsoft 

365 Business Premium. Accelerate 

shift to cloud and reach new higher 

margin customers.

Reduce operational cost and 

complexity

Standardization on a comprehensive 

security and productivity toolkit that is 

designed to work together reduces 

learning curve for IT and support staff 

and reduces time to market Plus, unified 

administration, licensing and billing 

reduces cost and complexity.  

Grow your profits through 

Standardized managed services 

Use Microsoft 365 BP as a 

foundation to create on ongoing 

flywheel of recurring high-margin 

standardized managed services 

offers for remote access, teamwork 

and security. Plus, build additional 

services for voice, monitoring, alerts 

& compliance to become your 

customers outsourced IT team.



Securing Microsoft 365 Business Premium 
customers at scale with Microsoft 365 Lighthouse 



Customer management at 

scale

Realize efficiencies in customer 

management to support business scale 

and growth.

Proactive risk 

management

Regularly review, prioritize, and act to 

resolve issues and help ensure 

customers have adopted security 

baselines to mitigate risk.

Improved 

security

Help ensure your customers stay 

protected across devices, data, and 

users by quickly acting on threat, 

anomalous sign-in, and device alerts

Standardize 

configuration

Move beyond monitoring and deliver 

consistent policies to help elevate the 

security of your customers and increase 

predictability and profitability of your 

managed security service business.

Microsoft 365 Lighthouse: Overview 
Secure small and medium sized businesses at scale

Helps managed service providers to secure devices, data, and users for small and medium 

business customers that are using Microsoft 365 Business Premium

Public Preview



Microsoft 365 Lighthouse with Defender for Business 

and Microsoft Business Premium

View security incidents and alerts from Defender for Business in the dashboard and get the detail from the 

Incidents queue. Additional security management capabilities are planned on the roadmap.

Image 1: Security incident summary on the Home dashboard Image 2: Incident queue highlighting security incidents and alert details



Demo



Customer management at scale

Unified portal Ease of use Reduce friction

Public Preview



Proactive risk management

Review Prioritize Act

Public Preview



Improved security

Device complianceThreat management and 

Antivirus
Securing users

Public Preview



Standardize configuration

Recommended settings Consistent deployment

Public Preview



Microsoft 365 Lighthouse Requirements

Activate Microsoft 365 Lighthouse Public Preview:

aka.ms/m365lighthouseonboard

Criteria

Public Preview

How to provide feedback and get support:

aka.ms/m365lighthouseuservoice

aka.ms/m365lighthouseonboard
aka.ms/m365lighthouseuservoice


Why trust Microsoft for security?



Microsoft Security—

a Leader in 5 Gartner 

Magic Quadrant 

reports

November



IDC MarketScape: Worldwide Modern Endpoint Security for Small and Midsize Businesses 
2021 Vendor Assessmenthttps://idcdocserv.com/US48304721
IDC MarketScape vendor analysis model is designed to provide an overview of the 
competitive fitness of information and communication technology (ICT) suppliers in a given
market. The research methodology utilizes a rigorous scoring methodology based on both 
qualitative and quantitative criteria that results in a single graphical illustration of each 
vendor’s position within a given market. The Capabilities score measures vendor product, go-
to-market, and business execution in the short term. The Strategy score measures alignment 
of vendor strategies with customer requirements in a three to five-year timeframe. Vendor 
market share is represented by the size of the icons.

Microsoft named a Leader in IDC MarketScape for Modern Endpoint Security for 
Enterprise and Small and Midsize Businesses - Microsoft Security Blog

Microsoft named a 

Leader in IDC 

MarketScape for 

Modern Endpoint 

Security for 

Enterprise and Small 

and Midsize 

Businesses

https://nam06.safelinks.protection.outlook.com/?url=https%3A%2F%2Fidcdocserv.com%2FUS48304721&data=04%7C01%7Cnehabha%40microsoft.com%7Ce40e0cc8d70143e5e55b08d9b37a1299%7C72f988bf86f141af91ab2d7cd011db47%7C1%7C0%7C637738159166435994%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000&sdata=NNWTmV1%2BneJKZ%2FCRmPpTkTqUZEpM2J9QtJJgXmoir5w%3D&reserved=0
https://www.microsoft.com/security/blog/2021/11/18/microsoft-named-a-leader-in-idc-marketscape-for-modern-endpoint-security-for-enterprise-and-small-and-midsize-businesses/


Microsoft Defender consistently rated top AV

AV-TEST: Protection score of 6.0/6.0 

in the latest test

AV-Comparatives: Protection rating of 

99.7% in the latest test

SE Labs: AAA award in the latest test

MITRE: Industry-leading optics and 

detection capabilities

1

2

3

4

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests

https://docs.microsoft.com/en-us/windows/security/threat-protection/intelligence/top-scoring-industry-antivirus-tests


Closing 

Increased IT complexity and security threats 

opportunity in growing 

revenue through standardized managed security services

Microsoft 365 Business Premium with Microsoft 365 Lighthouse gives partners 

a foundation for building standardized security services and delivering them at 

scale, quickly 

Get started at aka.ms/M365BPPartnerPlaybook 

aka.ms/SMBsecuritykit


Additional resources



Tools to help you get started on building managed services 

aka.ms/M365BPPlaybook   aka.ms/M365Lighthouse



How to drive a customer conversation on security?

Follow the sales journey below

• Use the Customer-ready 

email to initiate customer 

outreach.

• Use the Business Workshop 

tool to uncover needs.

• Use Secure Score to help 

customers understand their 

security risk posture.

Use these customer facing 

assets in discussions:

• Microsoft 365 Business 

Premium video

• BDM Pitch Deck

• Licensing comparison

• ITDM Pitch Deck

• Cybersecurity Simplified one 

pagers.

• For objection handling use 

the Compete Conversation 

Guide.

• For Upsell conversations, use 

Biz Stf to BP and BB to BP 

upsell guides.

• Use the Value Calculator tool

to drive cost savings 

discussion with the customer.

• Manage and secure at scale 
using M365 Lighthouse.

• Review the IT Checklist for 
securing work from 
anywhere.

• Follow the Step-by-step 
implementation guidance on 
securing work from 
anywhere using Microsoft 
365 Business Premium.

• Implementing CIS 
Frameworks with Microsoft 
365

Discover needs Pitch the solution Handle objections Manage & deploy

Webinar: Practical Guide to Having a Customer Conversation on Security

https://aka.ms/M365BPemail
https://cct.transform.microsoft.com/
https://aka.ms/M365SecurityScoreAPI
https://aka.ms/m365bpvideo
https://aka.ms/M365BPBDMDeck
https://aka.ms/CompareM365Plans
https://aka.ms/M365ITDMdeck
https://aka.ms/M365BPcyber
https://aka.ms/M365BPGuide
https://cloudpartners.transform.microsoft.com/download?assetname=assets/UpsellGuide-Microsoft365BusinessStandardToBusinessPremium.pptx&download=1
https://cloudpartners.transform.microsoft.com/download?assetname=assets%2FUpsellGuide-Microsoft365BusinessBasicToBusinessPremium.pptx&download=1
https://aka.ms/ValueCalculatorTool
https://aka.ms/M365Lighthouse
https://aka.ms/M365ITchecklist
https://aka.ms/M365bpPractical
https://aka.ms/CIS_Controls_M365BP
https://learning.eventbuilder.com/event/35552?source=M365SMBSeries


Glenn Habes | LinkedIn

Tony Krijnen | LinkedIn

Volg ons op LinkedIn 

voor meer informatie 

over Microsoft 

Security Champ

Wanted!

Registreer je voor 

meer sessies via:

aka.ms/sellingamazingvirtually

aka.ms/securityfundamentals

https://www.linkedin.com/in/glenn-habes-089a07158/
https://www.linkedin.com/in/tonykrij/


Q&A



Thank you!



Appendix



Start with Microsoft 365 Lighthouse




























